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Motivation

• Biological identification is becoming more prevalent as a se-

curity measure.

• If someone is able to intercept a fingerprint, they could im-

personate the identity of person to whom the fingerprint

belongs.

• This paper aims to add security to the transmission of these

images by adding hidden information such as a timestamp.
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Encoding with the Haar wavelet

The Haar wavelet was the first wavelet to be used. It essentially

down-samples an image through averaging sets of values. Note

that while it is a wavelet, it is not differentiable, and therefore

does not have many desirable properties.
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The In-Place Haar Wavelet Transform

for (i = 0; i < n; i = i+ 2)

si = (vi + vi+1)/2;

We save the average of the two

quantized pieces and the difference

between the average and the orig-

inal. We can then use the haar

transform again on the newly com-

puted averages. Note that for this

to work, the data must be of size 2n

for some n. The ususal fix for this

is to pad the data with 0’s to make

it into the correct shape.
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Filter Banks Etc.

Annex A: Mathematical definitions

A.1 Source fingerprint image

Source fingerprint images shall be captured with 8 bits of precision per pixel. Before
the encoding process computes the discrete wavelet transform (DWT) for the image,
the samples, shall be transformed in accordance with the following equation:I(m,n) ,

The image width (X) and height (Y) parameters are defined in Annex B.2.2. The

I (m,n) [I(m,n) M]
R

0 ≤ m ≤ Y 1
0 ≤ n ≤ X 1

decoding process shall apply an inverse transformation to restore the samples to their
original scale. The mid-point and rescale parameters, M and R, are specified by the
encoder and transmitted in the compressed image data.

A.2 Subband Coding of Fingerprint Images

A.2.1 Two-Channel Subband Coder (in one dimension)
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Fig A.1 - Two-Channel Subband Coder

A two-channel subband encoder is a digital filter bank of the type shown in Figure
A.1. It should be regarded as a pair of systems, the analysis bank and the synthesis
bank. The subband coder provides zero distortion, x̂(n) x(n).
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Filter Bank Transformed Data

filters were applied to the rows and columns of the signal. For instance, a10 has been
highpass-filtered on rows and lowpass-filtered on columns, so it contains vertical
edge features. The filters applied in succeeding levels of filter bank cascade are
indicated with succeeding pairs of binary indices.

A.2.4 Subband Structure

After the first level of decomposition shown in Figure A.3, any of the resulting four
subbands may be cascaded back through the filter bank to further split the subband
into four more subbands. This process is continued until the desired subband
structure is obtained. Figure A.5 is the subband structure specified for fingerprint
images by this Specification. The table shows which filters are applied to obtain each
subband.

Figure A.5 Subband Decomposition
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What is a wavelet

k ∈ Z ψ(t) = ψ(t− k)

ψj,k(t) = 2
j
2ψ(2jt− k)

We define a wavelet space Wj = spank{ψj,k}
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What is an orthonormal basis

Def: Inner Product

A mapping from the space2 to the base field.

In R2 space:

< (a, b), (c, d) >= (a ∗ b) + (c ∗ d)

In function space (or more specifically wavelet space), we define

inner products as

< f(x), g(x) >=
∫
f(x)g(x)dx.
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What is an orthonormal basis II

A basis of a space is a set of elements of the space that, closed

over linear combination, make up the entire space.

Example: R2

< 1,0 >< 0,1 >

An Orthonormal Basis is a basis where the inner product of

any two elements is zero. i.e. there is no redundancy in the

basis. Example: R2

< 1,0 >< 0,1 > is orthonormal.

< 1,1 >< 1,0 > is not orthonormal, but it is still a basis.
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A wavelet system is an orthonormal basis

Reminder: < f(x), g(x) >=
∫
f(x)g(x)dx

• For any two wavelets in a wavelet space, their inner product
is zero.

• A lossless transform with might take infinitely many wavelets
that are infinitely detailed (just like the DCT).

• With no ”redundancy”, each level of accuracy we add in a
wavelet transform returns a maximum amount of informa-
tion.
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Encoding the Houston skyline

The Daubechies is the foun-

dation for most signal pro-

cessing wavelet applications

because if its continuity and

differentiability.
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Wavelet Resolutions for the Houston Skyline

These are the building blocks

that made up the images in the

last slide.
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FBI Wavelet Fingerprint Encoding Spec.

Figure 1 - DWT-based encoder and decoder simplified diagram
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2.2 Structure of compressed data

Compressed image data is described by a uniform structure and a set of parameters.
The various parts of the compressed image data are identified by special two-byte
codes called markers. Some markers are followed by particular sequences of
parameters such as table specifications and headers. Others are used without
parameters for functions such as marking the start-of-image and end-of-image. When
a marker is associated with a particular sequence of parameters, the marker and its
parameters comprise a marker segment.

The data created by the entropy encoder are also segmented, and one particular marker
- the restart marker - is used to isolate entropy-coded data segments. The encoder
outputs the restart markers, intermixed with the entropy-coded data, between certain
subband boundaries. Restart markers can be identified without having to decode the
compressed data to find them. Because they can be independently decoded, entropy-
coded data segments provide for progressive transmission, and isolation of data
corruption.

IAFIS-IC-0110v2 February 16, 1993- 3 -
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Important

It is assumed that the size of the message to be encoded is on

the order of the number of DWT coefficients, i.e. small.
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The Algorithm

The algorithm systematically identifies low-order bits in high

magnitude wavelet components that can be flipped with rela-

tively little effect on the image. The algorithm is run in tandem

with the wavelet transform and before any (lossless) compression

techniques are applied.

The algorithm has relatively little mathematical basis. The idea

behind it is straightforward, and it is verified experimentally.
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Step 1: Site Selection

We want to avoid the low-frequency bands, since they have

the most overall effect on the image. We set variable Order

to be some acceptable cutoff depending on how exactly we

have encoded the image. For the implementation in the pa-

per, Order = 6
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Site Selection Continued

Similarly we would like to only change high-magnitude bits, as

any changes in this area will have the least percent of overall

effect on the image. Hence we set a variable Magnitude to be a

cutoff, only accepting sites of magnitude ≥ Magnitude. In the

implementation from the paper, Magnitude = 107 (out of 256).
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Step 2: Seeding

Sites are then modified in a pseudo-random order. We use a

random number generator which generates numbers based on the

sub-bands unsuitable for modification. The bits are then changed

in suitable sites chosen in that order. If a number comes up that

has been already used, the algorithm automatically moves on to

the next number.
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Step 3: Optional Bit Saving

Because of the pseudo-randomness of this algorithm, one can

actually save the changed bits and add them as an appendix to

the initial transmission. They are essentially random samples of

the image and hence are uncorrelated with the message being

transmitted.
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Results

(a) (c) 

(b) 

F i g u r e  2: W S Q  resu l t s .  
message .  
ages, and other classes of biometrics images such as faces. 
The key is to select sites for value-modification that have 
low visual impact, and guarantee that  some sites are left 
unmodified for pseudo-random number seed generation. 

Furthermore, many versions of the same algorithm are 
possible by using different random number generators or 
partial seeds. This means it is possible to make every im- 
plementation unique without much effort; the output of one 
encoder need not be compatible with another version of the 
decoder. This has the advantage that  cracking one version 
will not necessarily compromise another version. 

Currently, we are examining the possibility of recovering 
the original data  bits at the message sites without using an 
appendix in order to get back the fully correct decompressed 
image without any loss due to data  hiding. 
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(a) The initial fingerprint image

(b) The subbands of the wavelet

transform

(c) The reconstructed image
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